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T O C LO U D O R N O T T O C LO U D

One late evening on 21st March 2015, Francesca – Head of Research and Teaching office at The
University – ran the meeting and was hoping that the information and insights collected enabled
her to make the right decision. She initiated the meeting by telling the story that few days ago on
15th March, during the presentation of a new digital solution for universities by MG company,
she realized how different can be the instructors’ practices in managing teaching materials and
interacting with students. She gave examples of tools and functions used by University instructors
such as personal webpages, blogs, Moodle, Dropbox, Google Drive, iTunes, WordPress, Facebook
groups, Blackboard, etc. Francesca knew how important innovation is in a competitive higher
education market. Therefore, Francesca has always been supportive on teaching experiments
made by instructors. For instance, in 2007, she encouraged the Information Systems (IS) research
group at University in adopting Moodle as a Learning Management System (LMS) for their IS
courses. In 2014, the positive feedback collected from both students and instructors who used
Moodle, led Francesca to pilot the system at University level. Simone, a member of the IS group,
was in charge of the implementation and received full support from the IT Office. After one year,
the new learning platform was available for any instructor interested in experimenting the
Moodle functionalities. However, during the last exam session, the learning platform was down
for few hours. Not only students were unable to access the teaching materials to prepare for the
exams, but also professors were unable to assess students works!
“Why not having one platform to support all our teaching practices? One channel to interact with
our students” she said. She asked for inputs and insights from a team of experts before making a
decision. Francesca’s idea was to have a single Learning Management System (LMS) supporting
more than 60 programs in the four University departments. Now the problem was to select a
proper technological solution, ﬁtting with the needs of both students and instructors, and also
reducing the risk of downtime. Especially knowing that many instructors will not be happy to
standardize their practices, she wondered how to convince them to use the new system.
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The University Proﬁle
The University –located in Italy – was one of the leading universities in Europe. With the history
back to 1966, the University had more than 7000 students enrolled in four departments; Department
of Business and Management, Economics, Political Science, and Law. The University has developed
and offered international bachelor programs, master programs (one-year and two-year), doctoral
programs, executive programs, and customized programs in social sciences. The vision was to be
among the leading universities that prepare future change makers by offering a combination of
problem solving, critical thinking and entrepreneurial skills. The University equipped all its campuses with latest multimedia technologies and facilities to enhance students’ learning experience.
The University was well recognized for its high quality in education and research and its continuous
efforts in providing innovative solutions and new educational technologies. It employs a variety of
different teaching methods such as lectures, case studies, business games, group projects, videos,
massive open online course (MOOC).

Digital Transformation in education
During last two decades, information technologies along with the development of computing, communication and connectivity technologies have transformed the concepts of products, services,
process, as well as the way knowledge is created and transferred. Evidence in many industrial sectors shows signiﬁcant transformation as an effect of digital innovation. For example, digitalization
has reshaped the media industry where customers access to various services from anywhere in the
world, at any time. Automotive, banking & ﬁnance, health care, agriculture and retailing sectors are
some examples of industries that have shifted the way they create, capture and deliver value.
Digital technologies continuously offer organizations the possibility to rethink their products, services, corporate strategies, organizational structure and business processes to meet the changing
behavior and demand of customers. But what about the higher education sector? And how educational institutions rethink their services? Educational institutions have always leveraged information and communication technologies (ICT) in order to align teaching style with demands and
expectations of students1.The use of videogames, business simulations, forums and Skype are
examples of innovative approaches to deliver content and improve the learning experience.
In the digital era, a paradigm shift is challenging the traditional pedagogy approach in higher education. Digital natives and digital immigrants know how to use digital technologies to socialize,
learn and play. In 2015, 2.14 billion users around the globe were communicating and sharing content
in social media, with an estimation of growth up to 2.77 billion by 20192. Constant connectivity to
1. Proserpio, L. and Gioia, D.A., “Teaching the virtual generation”. Academy of Management Learning & Education,
2007, 6(1), pp.69-80.
2. https://www.statista.com/statistics/278414/number-of-worldwide-social-network-users/
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digital world and social media has changed the needs and behavior of students, and consequently
their learning style. The abundant data sources eliminate any spatial and temporal boundaries for
them to learn. Moreover, the pervasiveness of digital technologies and the multiplicity of knowledge
sources are enhancing students’ competences like digital ﬂuency and collaboration skills3. For instance, recent studies show that players of online games are able to manage challenging situations4.
Therefore, online games are a new means for developing skills and their beneﬁts go beyond entertainment aspects.
From the perspective of higher education institution, the challenge is not limited to technology selection, but to the effective use of technology in order to enhance students’ learning experience. The
true learning experience is possible when ICT support both learning processes; conveyance – when
students access to learning sources, and convergent processes –when students interact, create and
exchange knowledge5.
Therefore, many educational institutions around the world have adopted LMS as a software application. Learning management systems allow instructors to create and distribute teaching materials
with students, as well as to engage students in content creation. Additional features facilitate collaboration among students and with instructors and aid the learning by doing approach6.
Therefore, LMS supports both learning processes and student engagement by effectively supporting
knowledge sharing and collaboration. Learning platforms have become an attractive model for
many universities thanks to the digitization of teaching materials (e.g. books, academic articles,
project reports, case studies, technical reports, multimedia), as well as to the wireless connectivity
of mobile devices that allow students to access the Internet anytime and everywhere. Moreover, elearning platforms effectively support the interactions between students, instructors and administrative staff. LMS is also a versatile tool and can be used in different ways for different teaching
needs. For example, it can be used as a tool to store and distribute teaching materials and contents.
Therefore, it can be used to support blended learning activities (e.g. project work, blogs and wikis)
or to fully support online courses. The physical learning experience of students is thus boundless in
both time and space.
LMS have reshaped the way students search for information about course schedule, classroom,
exam sessions; use different sources of information (e.g. text, audio, video); communicate with peers;
share materials with them; where and when access to course materials; plan and do group work or
assignment with peers. With a look at how digital technologies offer opportunities to communicate,
collect, process and analyze information, the University noticed many educational institutions
around the world have adopted LMS to enhance education delivery.
3. Colbert, A., Yee, N. and George, G., “The digital workforce and the workplace of the future”, 2016.
4. Yee N., “The Proteus paradox: How online games and virtual worlds change us—and how they don’t”, New Haven,
CT: Yale University Press, 2014.
5. North-Samardzic, A., Braccini, A.M., Spagnoletti, P. and Za, S., “Applying media synchronicity theory to distance
learning in virtual worlds: a design science approach”, International Journal of Innovation and Learning, 2014,15(3),
pp.328-346.
6. More information on aligning teaching style with learning style can be found: Proserpio, L. and Gioia, D.A.,
“Teaching the virtual generation”, Academy of Management Learning & Education, 2007, 6(1), pp.69-80.
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Considering the differences in interests and learning style of students, the University has decided
to offer new forms of course delivery and interactions, as well as to facilitate learning at anywhere
and anytime. Hence, the Research and Teaching office at the University has encouraged and facilitated instructors to adopt new digital solutions (e.g. LMS) to manage and deliver courses, or any tool
set to enhance students’ engagement.

Digital transformation of the University
Francesca, as the Head of Research and Teaching office at the University, was responsible of creating
the conditions for University’s excellence in the quality of offered programs. Traditionally, the instructor to student ratio at University was very high (i.e. 1:7) and this has always been a distinctive
indicator of the attention posed by the University to the quality of the learning experience. Since the
University was growing internationally, it was important to maintain the same quality of teaching
and learning experience without losing efficiency. Francesca was constantly receiving news and
demonstrations on educational good practices and tools from service providers and software vendors. She played a pivotal role in sharing this information with instructors by involving few of them
in some of these meetings. At the same time, she was always open and supportive towards instructors
that experimented new methods and tools.
For example, the University has launched its iTunes channel in 2011. The channel included audio
and video ﬁles of lectures and seminars recorded in class by more than 30 instructors and 40 events.
In this way students could access course materials in different formats. Materials were accessible
through different devices like personal computer, iPhone, iPod or iPad. This enabled the University
to create a new communication channel to share with student’s news and videos of any event organized by the University. Another example was the adoption of the best of breed LMS product in
the market (i.e. Black Learn) made available to the Business School students. In 2007 the School
adopted LMS to enhance the learning experience for its Master, Executive and MBA programs. The
solution was sourced through a service contract with the local branch of the multinational company.
The pricing model for the service was calculated on the basis of the number of students using the
system. The solution was quite expensive, but the Business School managed to cover the costs with
tuition fees.
A much cheaper initiative was undertaken by the IS research group at the University in 2007. At
that time the Research Center was already involved in national and European projects aimed at
building and experimenting knowledge management solutions in different sectors (e.g. e-health,
securities, etc.). The role of the IS research team in these projects was to analyze the knowledge
requirements and to validate the solutions implemented by technical partners. During these projects, as a spillover of these research activities, the IS group members experimented two open source
solutions to support their teaching activities. The ﬁrst solution was Spaghetti Learning and was replaced after a couple of years by Moodle that was emerging as the best open source platform for
5
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higher education purposes. In both cases the software was hosted on external servers, remotely operated by Simone, a PhD student and member of the IS group. Both systems allowed IS instructors
to effectively manage the interactions with students and also to transfer course materials over time
with teaching assistants. This experience was informally shared with colleagues from other areas
and some instructors asked to adopt the LMS in their courses.
In January 2014, Piero, the head of the IS Research Center, proposed to Francesca to open the system
to the whole university. To inform this decision Piero prepared a detailed report on the experience
with Moodle – see Exhibit 1. The positive feedback collected from both students and instructors who
used Moodle and the reliability of the LMS operated by the IS group for more than six years, convinced Federica to pilot the system at University level. Simone was in charge of the implementation
and received full support from the IT Office. After one year, a new version of the LMS was made available to everyone, and instructors from all Departments were invited to experiment the Moodle functionalities. The IT Office decided to install and operate Moodle in house to ensure better
performances and fully control the system.
Francesca sent a communication via email to all instructors informing them on the availability of
the new LMS. Moreover, she circulated some hands-on tips to access the system and a description
of the basic platform’s features. To access the platform, instructors were required to ﬁll in a form and
provide some basic information on their course. After having this input, Simone was able to create
the course section. To simplify the access to their courses, a single-sign-on feature was implemented
by the IT Office and students were automatically enrolled in courses included in their study plan.
In this way each student was able to access the system with the same username and password used
for other services (e.g. Wi-Fi, email, etc.). This automation made the interface of students with platform easier and required less effort from instructors in conﬁguration and control. However, the LMS
did not work for a critical period of exam sessions, leaving both students and professors unable to
access course contents or assignments. The IT Office during that day received massive amount of
emails from users requesting support and sharing screenshots of the error massage “Database connection failed”. The IT Office replied to all requests indicating that “We are aware that the LMS is
having some trouble. We are working on this issue to resolve it as soon as possible”. Following a
downtime of about 10 hours, the IT Office resolved the problem thanks to the help of an online community of software developers.
In 2015, the University has reﬁned its strategy to better address the environmental challenges and
the digital transformation. According with the new vision, the University must be well-known internationally and nationally for higher quality of teaching and research – see Exhibit 2. Although
Francesca has been always supporting the development of innovative practices and the implementation of educational technologies, she now had a bigger concern– see Figure 1. During the presentation of MG Company on 15th March, she realized how the University is far from creating a unique
learning journey for its students. With increasing number of digital tools and solutions, it was difﬁcult for students to keep track of updates from different channels. Many digital solutions in use at
the University were not even operated by the University staff. This was a challenge also to gain con6
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trol over the teaching material and the data generated by students using the system. At the same
time, she was concerned about resistance of instructors in standardizing their teaching practices.
To create a seamless experience for students, it was clear that a necessary condition was adopting
a unique Learning Management Systems. An official University LMS was a way promote interactive
teaching and to rethink the interactions among students, instructors, and administrative staff. However, there were an excessive number of providers and solutions in learning management market.
Solutions range from tools for sharing course content, information and updates about course calendar, office hours and exam sessions; collaborative tools such as wiki and blogs for group work;
students’ performance evaluation; communication tools (e.g. instant messaging), to more recent
services such as online modules and integration with massive open online course (MOOCs) for distance learning. The main priority of Research and Teaching Office was to bring innovation into
teaching and engage students for effective learning.

Figure 2 The innovative practices and digital technologies at the University over time

So far, Francesca has not made any decision to unifying the communication channel with students
and standardize teaching practices, especially with the growing number of digital solutions in the
market. However, she had some struggling questions in her mind. She knew that autonomy in selecting tools and teaching methods based on previous experiences of instructors enable them to
better perform in course delivery. But this scattered use of digital solutions has raised many legal
and governance issues. First, the University did not have full control over the content of the material
shared with students on different channels. Especially when the University has increased the
number of visiting, adjunct professors, and practitioners from industries to bring professional experience and expertise to the classroom, it became more difficult to manage and control the dis7
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tribution of course material. Some instructors, for instance, openly shared copyrighted versions of
course materials. Second, both teachers and administrative staff did not have a complete and easyto-access representation of students’ activities during each course. Third, there was also a privacy
issue. What about if an instructor upload or share students’ performance like exam results in public
accessible sites? To answer these questions, on 21st March 2015, Francesca set a meeting with Carlo,
Researcher on Marketing Communication; Piero, Professor of digital innovation; Lorenzo, head of
IT Office and Simone, researcher and e-learning expert – see Figure 2. Detailed proﬁle of participants
in the meeting is provided in Exhibit 3. Francesca was hoping that the information and insights
from them due to their expertise and experience guided her to the right decision.

Figure 2 The Team

She initiated the meeting by telling the story that few days ago, on 15th March, during the presentation of a new digital solution for universities by MG company, she realized how different can be
the instructors’ practices for managing teaching materials and interacting with students. She then
highlighted the importance of innovation in teaching methods, especially considering the new
mission and vision statements of the University; she explained how unifying all digital practices in
one platform would enhance the quality of learning experience for students – see Figure 3. She highlighted the tensions between ﬂexibility, standardization and sustainability of different solutions.
She also shared with the team some of her legal and governance concerns.

Figure 4 Unifying teaching practices
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Setting the Scene: insights from the Team
Simone, Piero, Carlo and Lorenzo contributed to the discussion regarding the Learning Management System. First, Lorenzo provided the brief summary of the University’s IT architecture – see
Figure 4. He explained the data layer includes data of students, faculty and administrative staff, as
well as teaching materials (textbook, slides, case studies, academic articles, reports, whitepapers,
etc.). At application layer, there are email and administrative services to access the Student Secretariat data on registration and installment payments, to book and monitor exam sessions, to apply
for the graduation session, and to issue certiﬁcates. Lorenzo provided also a picture of IT outsourcing
at the University: The University has outsourced some of its non-core IT components to cloud providers (e.g. email system) and has implemented in-house an integrated solution developed by a consortium of universities to support the Student Secretariat. Considering different components in IT
architecture, Lorenzo gave a brief description of his role at the IT Office. He explained his role as designing and developing of IT standards to extend the IT architecture with new IT components.

Figure 4 The University IT architecture

Then, Simone introduced four well-known LMS educational solutions considered as benchmarks
in Europe and America7. Simone illustrated some services and features offered by each LMS solution,
and added some comments based on his own experience. A brief description of the four LMS solutions is provided here:
Black Learn
Black learn was one of the leaders in providing of LMS to three sectors; K-12 schools, higher education, corporate and government clients. The experience in education went back to 1997, as the main

7. For more information, see exhibit 4.
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business activities of Black Learn. It provided wide range of services to almost 77% of top universities
and training organizations (based on the Top 100 of the Times Higher Education World Ranking
2014). It supported more than 1900 institutions, and more than 30 Million users around the world.
Black learn offered also a mobile LMS solution for higher education. The mobile LMS was a cloudbased solution accessible via smartphone, tablet and desk PC by students, instructors and administration. The cloud-based solution enhanced the quality of the service by no downtime updates,
scalability and ﬂexibility as claimed by Black Learn. Here are the company highlights for the Mobile
LMS in higher education:
• For students: accessing course materials remotely, receiving notiﬁcations and updates, remote
participation to lessons, accessing recorded lessons in format of audio or video, Instant message,
online campus visit, etc.
• For Instructors: uploading course materials, previewing content and evaluation of assignments,
recording lessons, etc.
• For Staff: sharing the University’s news, events and workshops, updating information and calendar, services guide and communication, etc.
Dynamic Learn
Dynamic Learn was born as an e-learning service based on an open source project. The solution
has been widely adopted in public and private organizations to manage distance learning processes.
However, the company has shifted from free, to pay-per-use pricing model. Thanks to the origin of
project, the solution had a community of 200 developers supporting the implementation. Nevertheless, the company offered support services to more than 1300 clients located in 80 countries
around the world and operating in 40 languages. The solution allowed to build the didactic contents
of the lessons starting from ﬁles with the most widespread formats (Word documents, PowerPoint
slide, PDF, movies, etc.). It supported managing users in groups and categories. The solution had
an advanced reporting system and precise statistics for every user enrolled in a course. It provided
different features like SCORM, and communication tools like videoconferencing8.
Pure Learn
This solution was not a complete LMS but a customized support system of the autonomous creation
of didactic materials that integrates functionalities to support the processes of distance education.
Pure Learn was provided as a service by a leading publisher and it offered the possibility to include
books from the company’s catalogs (only in English) and to integrate material produced by the client
university9. Here is a list of the main features of the system:
• an editorial system able to aggregate educational contents of various sources and nature (texts,
multimedia materials, interactive materials);
• a system of disbursement of the educational contents, personalized by the teacher, both in paper
form (custom publishing) and in digital form (e-learning);
8. For more information, see exhibit 5.
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• a virtual class (assignment, assessment, gradebook) for exercises and checks;
• a scalable project: disciplines and users.
Moodle
Moodle was a free open source LMS with many possibilities of customization. The ﬁrst version of
Moodle (Moodle 1.0) was released in 2002. The growth in number of users, partners and developers
collaborating to support the open source project, made Moodle to become a leading LMS platform
with more than 69 million users, in 201410. Moodle is a ﬂexible tool that supports teaching activities
for many purposes; it can scale up or down to any size, from few to millions of students. The download
of the software was free of charge and two options are supported: to operate the software internally
by hosting it in the in-house web server of an organization or to install the software in the cloud.
The modiﬁcation, improvement and redistribution of the source code was allowed to any user. Its
modular design enabled the integration of plugin and add-on applications even with external ones.
It was easy to personalize and conﬁgure the Moodle platform based on needs of instructors and students.
Moodle was supported by an open and international community of developers. The community
forum and virtual collaborative tools enabled developers and users to share knowledge and experience about the platform. This allowed the community to contribute in features development and
improvement of Moodle. The community forum enabled, for instance, users and developers to point
out issues in security or user privacy and to share experience and potential solutions. Moodle resources included instructions and a collaboration environment to learn how to setup, how to manage
and deliver courses in more than 120 languages. Moreover, there were parties offering Moodle as
software-as-a-service. Some of the key beneﬁts of Moodle were as follows:
• Cost Saving: Moodle is available for free. However, there are some cost associated with Moodle
mainly for implement and support.
• Usability: Moodle is one of the leading open source software in education sector and adopted
by many well-reputed higher education institutions around the world. Moreover, the international community engage to improve usability of Moodle by reporting and solving system
failures and bugs.
• Level of customization and control: As users can access and modify source code the level of customization and control is higher than in outsourcing.
For educational institutions with limited resources, Moodle offered commercial services through
Moodle Partners that support institutions for seamless implementation of Moodle. Simone shared
with the team a fact sheet of Moodle – see Exhibit 7.

9. For more information, see exhibit 6.
10.For Moodle’s vision and mission statement see exhibit 8.
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Solution selection
At this point, Simone emphasized the importance of leveraging on internal competences in IT and
-learning for adopting Moodle at University. The team in charge of developing the new LMS, needed
special skills not only to implement and maintain the open source software, but also to customize
the platform based on the emerging needs of instructors. He shared with the team his experience
of creating and conﬁguring the e-learning platform based on Moodle for 90 courses since Feb 2014.
Besides, he mentioned the importance of support before and after implementation phase. With a
group of IT experts, Simone has designed and formed guidelines and run training sessions for instructors, staff, administrator as well as for the computer support center – see exhibit 9. Having implemented Moodle for the IS Research Center and then for the whole university, Simone reinforces
his competences and skills in troubleshooting and solving issues, especially interacting with the
online community of users and developers. However, the problem with Moodle during the last exam
session was critical. Simone recalled that Moodle has had some bugs before. He knew that Moodle
relies heavily on the support of both an IT office (24/7) and an online community. This is particularly
important now that Moodle supports more than 60 programs in all departments.
However, Moodle’s issues are not limited to software bugs but also to the exposure to large-scale
cyber-attacks. That is why Simone shared with Francesca the last report of Moodle’s security in
2011, including denial of service and authentication vulnerabilities.
To adopt one single platform, as proposed by Francesca, Simone reframed all mentioned solutions
based on two questions; whether the solution is managed internally or externally, and whether the
solution is licensed as an open source11 or proprietary software. He highlighted the ﬁrst dimension
is about sourcing model of LMS (to insource or outsource). Either the University should develop the
solution and manage it internally or outsource the LMS platform (i.e. subscribe cloud services rather
than develop its own IT resources). Simone provided the team with a comparison of the four e-learning platforms (Table 1).

11. More information on Open Source can be found in exhibit 10
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cost

infrastructure
flexibility

ownership of the
internal it
generated data on competences
platform

cost of the service
(including licensing
and system support)

possible through
service level
agreement

possibility of data
usage by black learn

not necessary

supported by black
learn

dynamic
learn

cost of the service

possible through
service level
agreement

possibility of data
usage by dynamic
learn

not necessary

supported by
technical
community and
dynamic learn

pure
learn

cost of the service

possible through
service level
agreement

possibility of data
usage by pure learn

not necessary

supported by pure
learn

internal resources
(staff) to be allocated
to the project

possible through
infrastructure
choices and source
code modification

university can
manage internally
data through
agreement with
users

necessary

supported by
global community
of developers and
users

black
learn

moodle

continuous
modification

Table 1 Comparison of four e-learning platforms

While commenting the global LMS providers, Piero highlighted that IT strategy and business strategy should be continuously aligned due to the dynamic, fast changing environment of digital innovations. Moreover, he mentioned that teaching materials and students’ data are important assets
for University. Therefore, there was a need to choose a proper sourcing practice for the IT infrastructural components (i.e. LMS). In order to align IT and business strategies, he recommended the team
to carefully reﬂect on the two dimensions presented by Simone. Who is going to manage the solution? The University IT Office or an external company? Which license would be preferable? An
open source or a proprietary software? Moreover, Piero highlighted that Black Learn, Dynamic
Learn and Pure Learn offered cloud-based LMS. Cloud-based services allowed the University to access on-demand services and IT resources via network (see Exhibit 11 for more information on cloud
computing). He ﬂipped his presentation and pointed out some pros and cons of outsourcing e-platform to cloud providers in one slide (Table 2).
pros
• having more time to focus on core
competencies, and not being concerned about
outsourced activities
• access to a greater knowledge base and skilled
resources for better innovation in shorter
time
• lower cost for maintenance
• enhance agility and quality of delivery of
outsourced activities
• reduces cash outflow and optimizes resource
utilization
• lessen service outage risk

cons
• possible loss of control over outsourced
processes
• possible business discontinuing due to lack
of vendor competences (depending on sla)
• possible shortcomings in performance,
benefits realization, results and unexpected
costs vs expectations
• security, compliance and trust issues
(outsourcer vs. internal responsibilities)
• vendor lock-in

Table 2 Pros and Cons of Cloud Services
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Therefore, the team shared inputs with Francesca in particular focusing on cloud sourcing, and prepared answers for the following questions: What are the advantages of outsourcing a service to
cloud solution provider? what are the associated risks? How formal contracts and informal relationships with provider inﬂuence delivery of cloud-based solutions and facilitate an organization
to meet its objectives of outsourcing?
The advantages of outsourcing a service to cloud solution
For the University, the main reasons for outsourcing IT were cost reduction and accessing special expertise and/or resources. Therefore, the University could focus more on its core activities; Teaching
and Research. During the meeting, the four alternatives for LMS selection and sourcing were put
on the table for an in-depth examination of their implications. For the cloud based LMS offered by
Black Learn, Dynamic Learn and Pure Learn, the pricing model was based on fees for speciﬁc periods
of time. The licensing price offered by Black Learn included support and maintenance activities 24/7.
On the contrary, there was no license cost for downloading and using Moodle. However, adopting
Moodle the University must carefully take into consideration the costs of implementation, development, support, maintenance and management of the LMS. By adopting cloud-based solutions, the
University could better focus on teaching and research activities while students, instructors and administrators enjoy unique experience using various services provided by the service provider.
The risks associated with outsourcing services to cloud providers
The ﬁrst risk was associated with the level of customization and ﬂexibility of the system. Based on
Simone's experience, an open source software is ﬂexible enough to be customized and integrated
with other systems being possible to access and modify the source code. While outsourced services
are standardized to accommodate the common needs of multiple clients. Moreover, Black Learn,
Dynamic Learn and Pure Learn solutions, provide a limited control over data generated by system
users. For example, with fast pace of new technologies, what if the University decides to integrate
gamiﬁcation and new collaborative tools, or any multimedia? Moreover, Simone stated that outsourcing LMS to a cloud provider may reduce the internal innovation capabilities.
The second concern was related to security and data breach. By adopting Moodle as LMS, the University needed to protect information security internally. Even if an LMS seldom handles sensitive
information, the integrity of exam data and the availability of services are key requirements for such
systems. In case of cloud solutions, the service provider is liable for security, maintenance, and updates. Since data from multiple clients are managed by the same system, cloud service providers
represent an attractive target for cyber-crime; centralization of data in fact increases the frequency
of cyberattacks and increase the overall risks. Therefore, it is important to know the maturity level
of cloud service providers in preventing data breaches, reacting to cyberattacks and ensuring disaster recovery and business continuity. The latter is in fact a key concern, especially during exam
sessions. What happens if students’ project works are not accessible for assessment at the end of
the semester? The team noted how delivery and performance of cloud providers depend on clauses,
terms and conditions in service level agreements (SLAs).
14
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Last but not least, in long-term, it was important for the University to avoid any lock-in situation
with a cloud provider.
The governance modes and outsourcing a service to cloud solution providers
Another important element was to understand how the agreement between the University and the
cloud provider inﬂuences the performance of LMS, and whether and how it could be deﬁned and
negotiated. Service level agreements (SLAs) include key performance indicators (KPI) for the quality
of service including the reliability ensured by the cloud provider. In case the University wanted to
outsource the LMS to a cloud provider, it was important to understand how much ﬂexible the terms
of the SLA are. The team knew for instance that for mitigating the risk of being damaged by a cyberattack, a proper set of KPI and penalties should be negotiated in the SLA deﬁnition. What are acceptable terms and conditions for the SLA? Is it possible to customize the standard template of the
SLA issued by the cloud service provider? if yes, how much impact this customization has on the
cost of the service?
At the end, Francesca needed to make a critical choice with many important implications for the
future of the University. Should the University outsource or insource the LMS? is it better to choose
an open source or proprietary solution? What beneﬁts and outcomes are associated with each
choice? What organizational factors inﬂuence this choice? Which solution has the more transformative power and ensure long-term returns in terms of learning experience and innovation?

Conclusions
Different digital solutions promise to enhance the learning experience at the University. Francesca
knew that two contrasting requirements were important: a ﬂexible tool to follow the evolution of
learning experience requirements and a reliable system to efficiently support a core set of standard practices.
After the ﬁrst year of Moodle pilot, only a small number of instructors adopted the LMS in their
courses. Both Simone and the IT Office were ready to devote additional efforts in promoting the
system at University level. However, Francesca was attracted by the proposal of some of the leading companies that offer also assistance and support adoption of the cloud services.
Should the LMS be outsourced or not? Is an open source solution advantageous or not in the longterm? Should the University develop internal capabilities for managing and developing an internal LMS? Which are the implications of such choices? And last but not least, how instructors
can be encouraged in adopting a uniﬁed system?
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Exhibit 1 The proposal and Report of IS center
Subject
From
To
Date

The proposal and Report of IS research center
IS research center
Research and Teaching Office
January 2014

Introduction
The digital technologies introduced new learning opportunities such as simulation games, and collaboration tool that foster learning by doing approach. The main research areas of IS research center
focus on the role of information and communication technologies (ICT) in different ﬁelds, especially
in organizational learning, platform strategy, digital innovation, and on the emerging practices of
open, distributed and community-based learning. Specially the center has conducted research and
experiment on Learning Management System (LMS) as a e-platform supporting teaching and learning processes. The following report is based on experience of implementing Moodle open source
system at the IS center since 2007.

Report of IS Center on Open Source learning platform
IS research center has adopted open source system platform to foster innovation in teaching. Studies
reveals that the appropriate ICT solution (software and hardware) depends on how and in which
context technology is used. ICT solution has to create a learning environment to facilitate the way
knowledge is created and circulated, and to support interactions and knowledge exchange. The
level of ﬂexibility of technology facilitating the both enhances learning experienceI .
Before 2007, the IS Center had implemented Spaghetti Learning, as an open source system. However,
the feedback from instructors and students were not positive. They mentioned that the platform
was difficult to use. Therefore, the IS Center has shifted to Moodle for supporting teaching activities
from 2007 (Figure 5). Members of the center have used Moodle for distribution of teaching materials
and/or for blended learning. In implementation phase, Moodle provided the complete installation
demo and allowed to view the platform from different roles; instructors, students and administrative
staff. Based on experience of IS Center, improvement of Moodle relies heavily on community including software developers, certiﬁed Moodle partners, and users. Moodle is supported by open collaboration globally (120 languages). Moreover, the layout conﬁguration of platform easily can be
I. North-Samardzic, A., Braccini, A.M., Spagnoletti, P. and Za, S., “Applying media synchronicity theory to distance learning
in virtual worlds: a design science approach”, International Journal of Innovation and Learning, 2014,15(3), pp.328-346.
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personalized. Moreover, IS center supported some faculty members to use the e-learning platform,
for instance courses on statistics courses at the Department of Political Sciences, online courses by
the University Test Center and training activities related to research projects. During this period,
IS center support instructors to access and utilize platform features. The IS center experience Moodle
platform for 600 courses and provided services for 7000 students – see Figure 6.

Figure 5 Moodle Platform adopted by IS Center

Figure 6 IS Center Moodle Platform at glance
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Figure 7 The number of access by students to Moodle platform (IS center)

The proposal from IS center for Moodle
Due to characteristics of open source system, the functionality of Moodle platform relies on several
technical capabilities and skills. To mention some:
• basic ICT skills (EUCIP Core certiﬁcation or equivalent)
• basic system skills (ITAF certiﬁcation or equivalent)
• installation and customization of the Moodle layout
• user management, roles and training groups on Moodle
• methodological support for teachers on new teaching methods
• technical support for traditional training
• technical support for training provided exclusively through the platform
• support for the creation, acquisition and conﬁguration of Sharable Content Object Reference
Model (SCORM)
• creation of activities, exams, feedback of satisfaction and elaboration of the relative results
• production and analysis of reports
Based on experience of the center, implementation and governance are important for successful
adoption of learning management system.
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For implementation phase, the following steps should be taken:
1. Identifying the technical system requirements
The ﬁrst step was to identify the necessary technical requirements for the installation of the Platform.
All technical requirements have been documented by Moodle on the University’s server. Considering the experience of IS Center for 600 courses, it was important that the platform support high
workloads by introducing new courses. Based on workload and requirement analysis for the system,
required infrastructure were determined. The installation environment had to be compatible or
adaptable to the requirements of the chosen version of Moodle and expected workload.
A content backup system must be set up. Therefore, the involvement of IT office was essential to ensure that project choices are in line with the University's IT governance policies.
2. Set up Platform
To identify the name of the platform and domain;
To integrate the system with plugs-in applications like;
• Tracking of activities,
• Online checks,
• Conditional activities: objects managed on the basis of the previous actions of the student (completion of activities, achievement of a certain score, etc.)
• Access to external repositories: ﬁles on Dropbox, Amazon S3, Google Drive, etc. without the need
for loading on the server. Also, the new ﬁle selector called File picker allows the search and access
to ﬁles on YouTube, Wikimedia Commons, Flickr, etc.
• Support for Web services: the platform is able to communicate with external services present on
the Internet using standard protocols.
3. Platform Layout Conﬁguration
At this stage the graphic conﬁguration can be customized. The representatives of web and communication services is responsible to deﬁne and implement platform layout. For seamless experience for
students, the alignment of platform layout with institutional websites is important. The graphic layout
in details explains the position of logos, type and size of fonts, type of menu etc. It is also possible to
activate different modules (news from the platform, news from the LUISS, form for the login, information about courses) and how to place them (in the central body of the page or in the menus lateral).
For governance, the following steps should be taken:
1. Administrative requirements
This phase concerns the deﬁnition of the administrative and legal aspects of the platform:
• Copyright policies for content,
• The form of declarations for the privacy and processing of personal data,
• How to enroll and authenticate students in agreement with the secretariat students.
19
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2. E-learning Model
This phase will include all the activities for the deﬁnition of the mode and of the use policies of the
platform by the instructors. The courses will be categorized and organized based on approved by
coordinators of degree programs and academic year. Available features and tools in platform will
be identiﬁed. Moodle is equipped with two main types of instruments: the resources and the activities. Both make technological support and online action possible for a wide range of school activities. These activities belong to two large families:
• Organizational-logistical support for educational activities to develop the virtual environment of
their class and / or their discipline
• Teaching support to carry out functional activities.
Regarding the logistic support, the teacher can:
• Organize educational materials developed in digital format such as texts and handouts, activities
and exercises
• Distribute educational content
• Organize the evaluations
• Manage the class also in sub-groups
• Plan educational activities
3. Training
For the introduction to the use of the platform, the following services will be prepared for the teachers:
• Frontal and online training interventions for groups of teachers
• Availability of guidelines for the preparation of educational material
• Individual meetings with teachers for clariﬁcation and on-the-job training
• Presentation of courses realized by other teachers of the same area in order to show in practice
how the available tools can be used
• Support in the preparation of multimedia material
• Creation of a network of teachers through a discussion forum on e-learning teaching
• Activation of a feedback collection channel for students to manage the
• and any need to extend the scope of experimentation to other teachings.
Following the training period, the teachers, depending on the type of approach, will be able to choose
to use Moodle to support:
• Traditional lessons
• Collaborative teaching activities
• Evaluation of student tests
• The development of distance lessons (on-line).
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4. Tutoring
After the introduction phase the use of the platform will be accompanied by services tutoring to
support teachers during the entire duration of the project. Some service:
• Help Desk mail
• Implementation of a course to support teachers as a communications environment, discussions,
requests for clariﬁcations and answers to frequently asked questions
• Documentation on e-learning and on Moodle
• Examples of use of the platform
• Links to Moodle.org forums

Cost Structure
The choice of free and open source Moodle solution as a technology platform allows to reduce the
initial costs of acquiring the software tool and allocate resources to cover the costs necessary for
carrying out the experimentation. In the following are the main cost items of the project:
• Working group
• Project team
• Infrastructure and IT systems
The costs for the involvement of the working group will depend on the proﬁles of the referents involved and from the workload agreed with them during the kick-off meeting. These costs are considered as a ﬂat-rate share of indirect costs of the project, being fully paid by the University.
The main cost item of the project concerns the cost of personnel involved in the coordination of activities and support for experimentation (project team). Below is provides an estimate of commitment, divided by work package of the three proﬁles involved. Daily costs are calculated
approximately with refer to the University cost for a researcher (coordinator scientiﬁc), a research
fellow (e-learning consultant) and a project collaborator (e-learning manager).

It is a ﬁeld of expertise that falls within the research interests of the scientiﬁc coordinator and elearning consultant identiﬁed, it will be possible to eliminate almost completely these cost items
making them ﬁt into the normal service activity performed from the ﬁgures involved. In general, it
is possible to estimate a reduction on this item of equal cost at around 40%, bringing the total cost
of the resources involved in the project team to € 18k.
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Finally, from the infrastructural point of view the costs will depend on the choices made in the
phase of analysis of system requirements (e.g. hosted domain, cloud services, etc.) and are estimated at € 2k also including any other costs associated with the project (e.g. production of educational material, etc.).
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Exhibit 2 The University Mission & Strategy
The School’s Overall Mission
The School’s mission is to support the growth and transformation of its corporate and institutional
partners by providing talents and competencies through its education and research activities,
thereby allowing these partners to face present and future economic and social challenges. This approach is unique through an entrepreneurial perspective combined with problem solving; vision
nourished by creativity and critical thinking; focus on the importance of sustainability, social impact,
and diversity; and understanding of the opportunities provided by digital transformation. The following are deﬁned as key areas and attributes of the School:
Academic and Applied Research
• The School’s research is unconstrained by the boundaries of academic disciplines and is grounded
in deep and wide knowledge of business practices and environments.
• The School develops and promotes research with a focus on strategy and corporate transformation,
corporate governance and performance measurement, and innovation and organizational design.
• The School is committed to pursuing research in ethics, responsibility, and sustainability as a
way to engage students and lead the transformation of the business world.
• In the area of applied research, the School cooperates closely with its corporate partners on managerial issues through a wide range of consulting projects (developed upon corporate request).
Leading-Edge Player in Management Education
• The School strives to be a leading institution of higher education and a leading business school in Italy,
• To deliver sound theoretical knowledge as well as soft skills and competencies based on experiential activities and personal leadership.
• To build a bridge between the needs of corporate and institutional partners and the academic world,
• The School trains talented individuals and prepares them for the job market.
• The School is a leader in national rankings in the areas of research, teaching methods, and placement.
Multidimensional Approach to Teaching and Learning
• The School designs its curricula in order to develop students’ soft skills, theoretical knowledge,
and capacity to relate to other individuals, as well as to learn from experience and determine their
own vision for the future.
• The School promotes learning-centric methodologies and undertakes ongoing improvements to
pedagogical approaches that combine analytical thinking and relevant digital resources in a
blended learning model. These multichannel methods, combined with a can-do attitude, nurture
our students as innovative leaders.
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• Online tools facilitate teamwork, communication, and project management while enriching the
educational
• experience at the School.
Linking the Academic and Corporate Worlds
• The School serves as an interface between the academic and business worlds through its longterm partnership with Conﬁndustria.
• Key partners from the corporate, non-proﬁt, and public sectors are directly engaged in the cocreation of speciﬁc programmes that advance knowledge of management practices.
• The School encourages an entrepreneurial perspective that understands the international context
and role of companies in society while respecting and fostering diversity and intellectual freedom,
as well as helping to develop the relevant competencies and skills demanded by the marketplace.
International Focus
• The School develops graduates that are able to see their work through an international lens.
• The School provides a unique international experience to its students, faculty, researchers, and
administrative staff through a strong international network that fully supports the School’s goals
in the internationalization of business and management education.
• Networking activities with top business schools in different parts of the world include programmes for student, faculty, and staff mobility as well as strategic partnerships, including
double-degree programmes and joint research.
Ethics, Responsibility, and Sustainability
• The School requires and promotes ethical behavior from all students, faculty, and administrative
staff. Integrity, merit, and personal competencies are prerequisites for the School’s educational
models, selection processes, and intellectual freedom. Diversity in gender, culture, traditions, and
beliefs is critical for productive debate that leads to professional and personal development.
• Responsibility is encompassed in the School’s goal of anticipating social and economic developments and serving the common good. The School’s culture regards students, faculty, administrative staff, and business professionals as agents of change. It promotes interconnections,
organized but horizontal networking, and direct actions towards a more responsible business
model.
• The School’s principle of sustainability inspires its development of teaching, learning, and research.
Location and Facilities
• The School beneﬁts from both independent and university-wide resources to meet the needs of
its educational, research, and administrative activities.
• Two beautiful campuses within the city of Rome feature historic architecture and a broad range
of dedicated facilities: teaching classrooms, meeting spaces, career services, health services, aca24
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demic publishing, a library, and a creative center. Situated in one of the most remarkable and artistic parts of the city, the School mirrors its atmosphere and beauty, and history and culture provide students with a unique environment, employment opportunities, and memorable life
experience.
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Exhibit 3 Proﬁle of team members

position: head of research and teaching office
francesca

background: has been the head of research and teaching office for years.
reporting to rector and general manager of the university.
position: research fellow at the is research center.

simone

background: conducted research on organizational learning, business process
management, social network analysis, simulations, e-learning
adjunct professor in is, member of program committees and reviewer for national
and international conferences in the domains of information systems, phd in
information systems and degree in computer science.
position: associate professor in information systems and organization at the
department of business and management

piero

background: conducted research on architectural and emergent aspects of
digital innovation with a special focus on cybersecurity, collaboration and is
design. engaged research on digital platforms published in top is journals. phd in
information systems, master in business engineering, msc in electronic
engineering.
position: researcher in marketing communication

carlo

background: research background mainly on semiotics, marketing communication
& consumer culture. experience with moocs (massive online open courses)
projects phd in communication sciences, degree in communication sciences
position: head of it office at the university

lorenzo

background: computer science engineer with 15-year experience in operating
complex it infrastructures including the design and implementation of
proprietary and open source solutions with start-ups and enterprises
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Exhibit 4 LMS Market
To innovate teaching and learning experience, many educational institutions adopt LMS. There are
various solutions and types of LMS have been introduced in last years (see Figure 8).
Adopting LMS in educational institutions leads to better sharing and accessing learning content,
unifying learning resources, managing assignment and feedback to students.

Figure 8 LMS Market over years

Instructors highlight the following reasons to use LMS features;
• Sharing content
• Receiving, Monitoring and Managing assignments
• Engaging and interacting with students
Students list the number of reasons to use LMS features as follows;
• Accessing course content
• Submitting and managing course assignments reliably
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•
•
•
•
•
•

Checking course progress
Receiving feedback on course assignments
Accessing information and news
Engaging and interacting with instructors
Engaging and interacting with other students
Collaborating on projects in groups

To meet the need for students, the LMS providers have undergone continues improvement to provide
personalized LMS by adopting new technologies: more user-friendly interface; access to different
resources; consolidated interface; communication tools (social group discussions and forums to
communicate with other students); access to multimedia, Mobile access (see Figure 9 and 10), etc.
Due to changing demands of students, thus, long-term contracts with providers is not preferable
for educational institutions. They opt adopt LMS with lower switch cost and lock-in risks in order
to meet the changing needs of students.

Figure 9 Mobile learning trend by 2020

Figure 10 Millennials use of smartphones
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Figure 11 Top reasons that educational institutions switch to another LMS

29

T O C LO U D O R N O T T O C LO U D

Exhibit 5 Dynamic Learn
Dynamic Learn
Established in 2005, Dynamic Learn offers LMS to improve learning experience. The LMS is based
on Software as a Service (SaaS) which offers high scalability and unlimited storage for courses and
bandwidth with no extra fees. The LMS allows institutions to organize, track and distribute courses
formally, and enhance informal learning by interactive and collaborative tools. The primary customers of Dynamic Learn are midsized enterprises (around 1,400 enterprises globally), however,
the system can be used for Large and Small enterprises.
Custom branding is feasible: institutions can add their logos, color scheme, domain and customized layout.
The use of artiﬁcial intelligence allows users to personalize the learning experience. Moreover, adoption of automation tools reduces signiﬁcantly the administration time. The system is compatible
with the most international standard (e.g. SCORM).
Some other beneﬁts:
User friendly
Accessibility (mobile learning scenarios)
• Flexible pricing plans
• Smart reports of user performance
• Enable institutions to provide digital training certiﬁcates
• Easy add-on applications like social networks, Content Management System websites, Google
Apps and Google Analytics.
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Exhibit 6 Pure Learn
Pure Learn
Although the core business of Pure Learn is mainly on publishing and creating contents (i.e. books),
the company has embraced technologies such as artiﬁcial intelligence and algorithms to enhance
learning outcomes. The Pure Learn provides students with an adaptive learning experience that
can be tailored based on the students’ needs. The teaching materials are accessible from multiple
devices. For instructors, Pure Learn allows to enhance interaction with students. It allows students
to read contents using the eBook format, so they can highlight and make comments. Moreover, the
platform supports rich media content like video, text, audio ﬁles. It provides students with feedback
on their individual performance. The system suggests students’ resources and give feedback on
each question for more accurate assessment.
Finally, Pure Learn offers training and support to instructors and it can be easily integrated with
other LMS.
Some facts about Pure Learn:
•
•
•
•

Students Marks increased by
Student Performance increased by
Student Learning Rate increased by
Partnered institutions1,

15%
94%
15%
1500+
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Exhibit 7 Moodle 2014 Fact sheets (Source: Moodle.com)
Table 3 Moodle Statistics 2014
registered sites
countries & territories

53,074
229

courses

7,533,753

users

69,559,411

new discussion on moodle.org forums
quiz questions

21,089
272,793,476

Table 4 Moodle Plugins in 2014
plugins reached in total

964

new plugins in 2014

239

plugin developers reached in total

652

million downloads of plugins in 2014

3.9 million

Table 5 Moodle Development in 2014
issues worked on

2067

security issues

52

commits from 155 other developers

955
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Exhibit 8 Moodle’s Mission and Vision
Moodle’ Mission StatementII
Our Mission
The mission of the Moodle project (including Moodle HQ and all Moodle software) is:
Empowering educators to improve our world.
Our Vision
Our goals for the future are simple:
To give the world the most effective platform for learning.
Our Values
These are the values that we encourage each other to uphold, for the good of the educators we
serve and each other:
• Education: education is the foundation of making the world a better place. We, our teachers
and our students all need to be always learning and looking for ways to improve how we learn.
• Respect: we treat everyone with respect and sensitivity, recognizing the importance of their
contributions: team members, customers, partners, suppliers and competitors.
• Integrity: we employ the highest ethical standards, demonstrating honesty and fairness in
every action that we take.
• Openness: our goals, our tools, our processes and our results shall be open as much as is practical. Our team members are encouraged to speak openly and communicate freely both internally and externally.
• Innovation: we encourage a culture of experimentation and research, where entrepreneurship
and prudent risk-taking are encouraged, rewarded and incorporated.

II. Source: Moodle.org

33

T O C LO U D O R N O T T O C LO U D

Exhibit 9 Activities carried out in Pilot implementation of Moodle
Subject
From
To
Date

Activities carried by IS center From February 2014 till September 2015
IS research center
Research and Teaching Office
Sept 2015

• Platform conﬁguration, creation of categories and sub-categories containing the various courses.
• Creation of over 120 users for teachers (teachers and assistants) and over 90 courses, in response
to the communication made at the beginning of the second half of 2014 regarding the possibility
offered to all teachers to experiment with the Moodle platform.
• Creation of an introduction to Moodle course, continuously updated
• Support to some teachers for the creation and conﬁguration of the course and for the loading
of contents
• Creation of a ﬁrst version of the document containing the guidelines on the use of speciﬁc features of Moodle.
• Analysis of the requirements and functionalities available on Moodle (including any plugins
to be installed) for the creation and conﬁguration of ad-hoc questionnaires (with related textual
and graphic reports)
• Generic support for platform administration needs (evaluation of speciﬁc plugins, activation
of advanced features, updates, etc.)
• Supporting the Linguistic Center at the University for the creation of an experimental course
in which the SCORM test modules created.
• Personal training for Linguistic Center to be autonomous in the management of sub-categories
and courses
• Two half-day courses for Linguistic Center teachers on the use of the platform, course conﬁguration and content management.
• Conﬁguration and management of email accounts
• Creation of the e-Skills course, loading and conﬁguration of SCORM content, and its integration
with the other courses
• Interaction with the University computer support to solve problems of a mainly technical nature (e.g. student authentication malfunction)
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Exhibit 10 Open Source Software
Open-source software (OSS)
The concept of Open Source was coined in 1997 – see Box 1 for more information on Open Source
– as opposite to proprietary software (PS). In Open Source software (OSS), source code is released
under a license allow the users to access the source code and the rights to change, improve, enhance functionality and redistributed the codes (see some examples of Open Sources in Table 6).
web browser
web server
application server
e-mail/ collaboration
database

mozilla firefox
apache
jboss, apache tomcat
ximian evolution
mysql, postgresql

Table 6 Source: Ravi Sen, 2007, Journal of Management Information Systems

The availability of the source code for free allows contribution from software developers, independent contributors, and public users resulting in adoption by multi users around the world.
Open Source software is a form of collaborative innovation that allows software developer and
other users to modify, correct any bugs and use it according to their needs. This open collaboration
facilitates innovation.
But what are the motivation of different groups of programmers and users that spend hours and
efforts, and reveal source code? The study of Bonaccorsi & Rossi (2003)12 lists some of the nonpecuniary motivations of users contributing in open source project:
• In collaborative project, individuals demonstrate their capabilities and skills, therefore, they
gain recognition in the community
• The complexity of open source project enhances the competences of developers and creativity.
Moreover, Andersen-Gott et al. (2011)13 illustrate the proclivity of companies in open source projects (see Table 7).
12. Bonaccorsi, A. and Rossi, C., “Why open source software can succeed”, Research policy, 2003, 32(7), pp.1243-1258.
13. Andersen-Gott, M., Ghinea, G. and Bygstad, B.,”Why do commercial companies contribute to open source software?”, International journal of information management, 2012, 32(2), pp.106-117.
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Table 7 Motivation for companies in OSS (Source: Andersen-Gott et al., 2011,
International Journal of Information Management)
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Box 1 The Open Source DeﬁnitionIII
Introduction
Open source doesn't just mean access to the source code. The distribution terms of open-source software must
comply with the following criteria:
1. Free Redistribution: The license shall not restrict any party from selling or giving away the software as a component of an aggregate software distribution containing programs from several different sources. The license shall
not require a royalty or other fee for such sale.
2. Source Code: The program must include source code and must allow distribution in source code as well as compiled form. Where some form of a product is not distributed with source code, there must be a well-publicized
means of obtaining the source code for no more than a reasonable reproduction cost, preferably downloading via
the Internet without charge. The source code must be the preferred form in which a programmer would modify
the program. Deliberately obfuscated source code is not allowed. Intermediate forms such as the output of a preprocessor or translator are not allowed.
3. Derived Works: The license must allow modiﬁcations and derived works and must allow them to be distributed
under the same terms as the license of the original software.
4. Integrity of The Author's Source Code: The license may restrict source-code from being distributed in modiﬁed
form only if the license allows the distribution of "patch ﬁles" with the source code for the purpose of modifying the
program at build time. The license must explicitly permit distribution of software built from modiﬁed source code.
The license may require derived works to carry a different name or version number from the original software.
5. No Discrimination Against Persons or Groups: The license must not discriminate against any person or group
of persons.
6. No Discrimination Against Fields of Endeavor: The license must not restrict anyone from making use of the program in a speciﬁc ﬁeld of endeavor. For example, it may not restrict the program from being used in a business, or
from being used for genetic research.
7. Distribution of License: The rights attached to the program must apply to all to whom the program is redistributed
without the need for execution of an additional license by those parties.
8. License Must Not Be Speciﬁc to a Product: The rights attached to the program must not depend on the program's
being part of a particular software distribution. If the program is extracted from that distribution and used or distributed within the terms of the program's license, all parties to whom the program is redistributed should have
the same rights as those that are granted in conjunction with the original software distribution.
9. License Must Not Restrict Other Software: The license must not place restrictions on other software that is distributed along with the licensed software. For example, the license must not insist that all other programs distributed on the same medium must be open-source software.
10. License Must Be Technology-Neutral: No provision of the license may be predicated on any individual technology or style of interface.
III. Source: https://opensource.org/
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Exhibit 11 Cloud computing and service level models
Cloud commuting as new outsourcing model enables accessing to computing resources as a software solution via internet, based on pay-per-use model (Mell & Grance, 2011)14 . Cloud computing
enables corporate to have remote access and share information while not relies on huge physical
infrastructure.

Source: IBM

Cloud computing service level models are:
Infrastructure as a Service (IaaS): At IaaS level, providers of cloud computing offer infrastructure
and enable the corporate to manage applications and programs by its own. The cloud provider
manages and controls infrastructure while the control of operation system, storage and applications are in hand of the consumer like Amazon’s S3 as storage service
Platform as a Service (PaaS): At PaaS level, providers of cloud computing offer infrastructure and
platform where the user can develop and manage applications without the need to build the infrastructure around it by enabling integration of different application components. The cloud
provider manages and controls infrastructure and operating system while the consumer is responsible for application mainly. The consumers are able to control and manage software through
internet like Microsoft’s Azure services platform or Google App Engine.
Software as a Service (SaaS): At SaaS level, providers of cloud computing control and manage
the infrastructure, platform and application, where applications can be accessed from various
14. Mell, P. and Grance, T., “A NIST deﬁnition of cloud computing”, 2011.
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devices using a thin interface like Google Apps. Moving from IaaS to SaaS cloud solutions, an organization gain beneﬁts of lower implementation cost while lose control on its data. SaaS is a
new form of application service provision (ASP) and business service provision (BSP). SaaS model
is becoming attractive for organizations specially for SMEs due to lower cost and ease of deployment.
The report from Gartner shows SaaS would continue to grow and reach $32.8 billion in 201615.
Cloud deployment models are (Mell & Grance, 2011):
• Public: Public cloud is based on shared service environment neither or low level of control over data.
• Hybrid: In hybrid cloud consumer can use public cloud for scalability and cost convenience as
well as private cloud for storing sensitive data.
• Private: Private cloud is provided based on contract with higher level of control over data by
cloud client.

Figure 12 Public IT Cloud Spending ($Billions)

Table 8 Worldwide Public Cloud Services Forecast (Millions of Dollars)
15. Columbus, L. 2013. “Gartner Predicts Infrastructure Services Will Accelerate Cloud Computing Growth,” Forbes, February 19.
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